DATA GOVERNANCE
PRINCIPLES for the
GLOBAL DIGITAL ECONOMY
DATA HAS BECOME A CRITICAL RESOURCE DRIVING
INNOVATION AND ECONOMIC GROWTH WORLDWIDE.
The free exchange of data has facilitated unprecedented
choice, opportunity, and mobility to people around the
world, created new industries and jobs, and raised global
standards of living.
Data can also be exploited by malicious actors or cause
unintended harm to individuals and societies. But the
collection and use of data are not inherently dangerous or
harmful. Limitations on data use should be tailored and
proportional to manage specific and meaningful risks.
The first goal of policymaking is to facilitate the safe and
responsible use of data to improve people’s lives.

A unified approach to develop
data governance frameworks
and integrate them into this
global architecture is needed.
a common baseline of data governance principles on
which national data governance regimes can be built.
International rules, norms, laws, and frameworks governing data exist but are inadequate to address the needs of
an increasingly digital society. Many focus on privacy and
data protection but do not always address broader risks
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Establishing common global
principles and fostering a
shared understanding of their
implications is essential.
Furthermore, many existing frameworks are largely
limited to personal data. While protection of personal
data is important, non-personal data and “anonymized”
or “de-identified” data will also play an increasingly
important role in societies and economies. This will
only become more important with the growth of machine-to-machine communications and the internet
of things (IoT). Data governance structures must be
designed to adapt to this future, capable of addressing
risks around both “personal” and “non-personal” data.
These structures must speak to concerns beyond privacy
and provide clear guidelines to facilitate responsible
sharing and use of data.
Existing data governance frameworks also lack transparency, as well as institutions and standards to allow
for effective enforcement of global norms. Data plays an
increasingly central role in every part of global affairs,
including innovation, trade, criminal justice, national
security, and mobility and migration.
Establishing common global principles and fostering a
shared understanding of their implications is essential.
Effective enforcement will require the incorporation
of these data governance principles into both existing
and new national laws and regulations, international
institutions, trade agreements, bilateral and multilateral
treaties, and global standards.
Recognizing the need to close these gaps in the
global architecture of data governance, we resolve
to address these challenges based on the following
shared principles.

1. empower people and societies to make informed
choices about how digital data is generated, used
and shared;
2. protect human rights, including the right to privacy, against infringement, and utilize data and
digital systems to promote citizens’ rights; and
3. safeguard the ability of innovators, entrepreneurs and service providers to collect, share,
and use data, as long as they do not violate any of
these other principles.
We further call for these frameworks to be riskbased, appropriately tailored, and include specific
mechanisms to:
1. preserve the free flow of data across borders
and between jurisdictions, and protect the mobility of people, goods, and services;
2. facilitate the portability of data and ensure
the interoperability of digital systems around
the world, as well as compliance with global
standards;
3. provide meaningful transparency and accountability and enable the enforcement of rights;
4. hold data processors responsible for the security and integrity of data and digital systems;
5. reflect the needs of a diverse range of stakeholders, including private industry, civil society,
and governments;
6. discourage data practices that serve as a barrier
to fair and open competition; and
7. provide that data processors respect all laws
and regulations, and the unique culture and
customs, of all jurisdictions in which they
operate, irrespective of location in which data is
collected, stored, processed or used, as long as
those laws or customs do not violate any of the
above principles.

We affirm that national and international data governance frameworks should support the following
objectives to:
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