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Established in Washington, D.C., over 50 years ago, the Center for Strategic and
International Studies (CSIS) is a bipartisan, nonprofit policy research organization
dedicated to providing strategic insights and policy solutions to help decisionmakers chart
a course toward a better world.

In late 2015, Thomas J. Pritzker was named chairman of the CSIS Board of Trustees. Mr.
Pritzker succeeded former U.S. senator Sam Nunn (D-GA), who chaired the CSIS Board of
Trustees from 1999 to 2015. CSIS is led by John J. Hamre, who has served as president and
chief executive officer since 2000.

Founded in 1962 by David M. Abshire and Admiral Arleigh Burke, CSIS is one of the
world’s preeminent international policy in-stitutions focused on defense and security;
regional study; and transnational challenges ranging from energy and trade to global
development and economic integration. For the past seven years consecutively, CSIS
has been named the world’s number one think tank for international security by the
University of Pennsylvania’s “Go To Think Tank Index.”

The Center’s over 220 full-time staff and large network of affiliated scholars conduct
research and analysis and develop policy initiatives that look to the future and anticipate
change. CSIS is regularly called upon by Congress, the executive branch, the media, and
others to explain the day’s events and offer recommendations to improve U.S. strategy.

CSIS does not take specific policy positions; accordingly, all views expressed herein should
be understood to be solely those of the author(s).
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The China Innovation Policy Series

In 2016, CSIS launched the China Innovation Policy Series (CIPS). The purpose of

this initiative is to better understand both Chinese innovation policy and the actual
performance record of Chinese efforts at high-technology innovation, and on that basis,
assess the implications for industry, China’s trading partners, and the global economy.

To address these issues, CIPS research is divided into three categories. The first is an
overview of general trends in innovation in China based on examining the inputs and
outputs to innovation on cross-national comparison. The second are studies on six sectors
that are high priorities for China: the digital economy, new-energy vehicles, commercial
aircraft, semiconductors, artificial intelligence, and pharmaceuticals. The third is a stream
of research that examines how China’s technology progress is related to its overall power
and international influence. Specific areas of focus include: China’s overall innovation
performance, Chinese participation in global R&D ecosystem, China’s involvement in
international standards setting, and China’s effort at civil-military integration. Over the life
of the initiative, reports are being issued in each area, and CSIS is hosting events to discuss
these reports and the broader issues that will shape China’s innovation path and how others
in government and industry should respond.

CIPS is managed by the Freeman Chair in China Studies in cooperation with the
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Executive Summary

While China has made immense investments in science and technology, and while these

are producing results, it is still dependent on Western technology. This is particularly true
for semiconductors. China’s dependence on foreign semiconductors has worried Beijing

for decades. China suspects that Western semiconductors contain “backdoors,” intentional
vulnerabilities that can be exploited for intelligence and military purposes. In 2016,
President Xi Jinping said, “the fact that core technology is controlled by others is our greatest
hidden danger.” Vice Premier Ma Kai said at the 2018 National People’s Congress, “We
cannot be reliant on foreign chips.”? China intends to end this dependence, but despite 40
years of investment and espionage, it is unable to make advanced semiconductors. Along
the way, there have been embarrassing frauds and expensive failures.

Mistaken Expectations

Since 1979, China has used hefty state investments in infrastructure, education, and
research, along with technology acquisitions and supportive business policies, to produce
incredible economic growth. Western companies were happy to take advantage of the
Chinese market and for many it became essential. Expectations that concessions made to
China would be only temporary, needed only until it became a market economy, were a
serious miscalculation. No one objects to China’s growth and modernization. The problem
lies with the means the Chinese government uses to achieve this, including espionage,
intellectual property (IP) theft, coercive joint venture requirements, trade barriers, and
aggressive mercantilist policies.

China is a Net Tech Importer

China remains a net importer of technology. China wants to move “up the value chain”
from assembling final products from imported components to creating advanced
technology in China itself, but imports of chips and technology will be the norm for
many years to come.

Today, only 16 percent of the semiconductors used in China are produced in-country,
and only half of these are made by Chinese firms. It is dependent on foreign suppliers for

1. XiJinping, “Speech at the Work Conference for Cybersecurity and Informatization,” (speech, Beijing, April
2016); Bob Davis and Eva Dou, “China’s Next Target: U.S. Microchip Hegemony,” https://www.wsj.com/articles/
chinas-next-target-u-s-microchip-hegemony-1501168303.


https://chinacopyrightandmedia.wordpress.com/2016/04/19/speech-at-the-work-conference-for-cybersecurity-and-informatization/

advanced chips. China aims to produce 40 percent of the semiconductors it uses by 2020
and 70 percent by 2025.

“China 2025” has become a catchphrase for China’s aggressive industrial policy and
something of a hobgoblin for policy-makers, but we should not take yet another report by
Chinese planners too seriously. China routinely cranks out economic plans; what counts

is not the plan but the money. The total planned investment in semiconductors is $118
billion over five years, including $60 billion from provincial and municipal governments
(although government investments in China can suffer from politicization and corruption).
For comparison, leading Western firms also invest billions annually in research and
development (R&D). Intel invests over $13 billion while Samsung and Qualcomm invested
over $3 billion each. Huawei spends about $15 billion and ZTE about $1.9 billion.

Another Round of Massive Investment in Semiconductors

In 2014, China’s State Council set the goal of becoming a global leader in all segments of
the semiconductor industry by 2030. “Made in China 2025” reiterated this, but chips are
not an easy market to break into, something that has hampered China’s previous efforts.
China spent billions of dollars in earlier decades to create a domestic semiconductor
industry but with little success. The chief difficulty for Chinese firms is not access to
equipment but their lack of experience and “know-how.” This continues to be a problem.
China’s pursuit of indigenous industries also runs counter to the trend toward globally
integrated supply chains, which are the most efficient in production and innovation.

An indigenous industry, even when supported by espionage and subsidies, will remain
second-best in a globally integrated innovation system.

Despite Western restrictions on technology transfer, there are avenues that China can
take to gain semiconductor independence. The first is through drawing technology from
Taiwan. Second, China can take advantage of “fabless” semiconductor production, where
Chinese firms design chips but the manufacturing processes are handled by specialist
companies like the Taiwanese Semiconductor Manufacturing Company (TSMC). Finally,
China can try again to build a state-funded, indigenous industry. Chinese companies
prefer fabless chip production, while the government-preferred solution of building
domestic semiconductor fabrication facilities (fabs) is expensive and risky.

China Innovation at Risk

The long-standing debate about whether China could become an innovation power
appears to be over (with two significant caveats). The first is that successful Chinese
innovation is still limited by the country’s relative technological backwardness. The second
caveat is that Chinese innovation blossomed in a period of relative political openness.
Now that openness is shrinking under Xi Jinping and has been accompanied by greater
state economic direction, it is possible that the trend of increasing Chinese innovation
will slow or reverse.

Market Versus State

Both China and the United States have advantages and disadvantages in what is a contest
over governance as well as investment and research. The multinational nature of research
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and innovation complicates any national competition for technological leadership and will
create forces that both states will find difficult to control. A globally-oriented U.S. industry
may have an advantage over a nationally-focused China.

China’s technology sector has vulnerabilities. Centrally-directed economies are less
efficient, since government policy supplants market signals on where to invest. Easy
access to credit allows inefficient firms to survive, draining resources from more
productive activities. Previous rounds of semiconductor investment in China saw new
firms (often funded by provincial or municipal governments) close after a few years.

This support from the government support means that Chinese companies can continue
to operate even when they are unprofitable, inflicting damage on both the Chinese
economy and the economies of other nations. Han Yinhe of the Chinese Academy of
Sciences calls this “chaotic competition.” China’s government-subsidized expansion will
squeeze semiconductor firms in other countries, shrinking their income and numbers
and reducing the ability of semiconductor producers to invest in R&D. The overall

effect of China’s investments will be to weaken the global industry and slow the pace of
semiconductor innovation.

The Perils of Techno-Triumphalism

Debate is distorted by the Chinese government’s propensity to exaggerate its technological
prowess. This is part of the triumphalist narrative about China’s return to the center of the
world stage. In reality the story is more nuanced, with China leading in a few areas (such as
biotechnology, where Chinese firms face fewer regulatory hurdles) and lagging in many others.

Nineteenth century Chinese reformers asked whether it was possible to absorb Western
technology without also absorbing Western political ideas. At the risk of tremendous
oversimplification, the answer was ultimately no. China’s Communist Party faces a similar
problem, but with greatly enhanced tools of social control and surveillance, it expects to
avoid a similar fate.

How Should the United States Respond?

Semiconductors and microelectronics are part of interdependent manufacturing network
centered on the Pacific Rim. Disentangling this integrated supply chain, created under
more favorable political conditions, will be difficult for the United States, since many U.S.
chip companies either have facilities in China or rely on Chinese companies for lower
level functions like testing. Interdependence will also hamper China’s efforts to build a
national industry, since competitive advantage lies with the internationally distributed
supply chains (described by the industry as “horizontal segmentation”).

Given past Chinese practice, we can safely assume that if China achieves a dominant
position in semiconductors it will use it for intelligence, military, commercial, and
political advantage. The most damaging effect of Chinese overinvestment is to undercut
research and innovation in semiconductors by reducing the revenue flows to innovative
chip companies that fund R&D.

Semiconductors are the backbone of the digital economy. The U.S. semiconductor industry
and national security are closely linked. The United States will need to engage China to
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change its mercantilist behavior while simultaneously taking steps to strengthen the U.S.
semiconductor industry. Changing Chinese behavior will be difficult but not impossible if
the United States and its allies take a consistent approach. In the near term, policy should
focus on blunting Chinese investments in production and design technology regulations
and increased counterespionage programs. U.S. technological strength can be reinforced
by investing more in basic science and government research and taking a more assertive
approach to contesting foreign regulations used to gain unfair advantage.
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China’s Pursuit of Semiconductor
Independence

China’s rise is the greatest strategic problem of this century. Some say that if the twentieth
century was the American Century, the twenty-first century will be China’s. Perhaps so,
but China has a long way to go. The ruling Chinese Communist Party (CCP), the last of the
great Leninist parties, sets 2049 as the goal for China to become a fully developed nation.

China’s policies and official attitudes toward the United States have evolved significantly

over the last 40 years. The current rulers of China see one major obstacle to China’s rise—the
United States—and Chinese policy is directed at displacing the United States, its companies,
and its allies. The United States has not faced a hostile strategic competitor since 1989 and the
30-year stretch of peace and unchallenged leadership left it unprepared for the new contest.

Unprepared because the terms of this contest are different. China does not seek territorial
expansion or, for the most part, global adoption of some Chinese ideology (although it
seeks to replace the dominant global narrative of Western democratic values with some
combination of statist economics and global institutions “with Chinese characteristics”).
Xi Jinping has said China’s goal is to “champion and apply a new vision of global
governance,” a vision more favorable to China and continued CCP rule.

Technological leadership is a key part of this contest. Technology is a crucial source of U.S.
power. The Chinese have studied how technological leadership has advanced U.S. power

and now seek to duplicate U.S. technological strength. The CCP fears that U.S. technological
dominance—particularly in information technology (IT), given its ability to shape opinion
and politics—creates existential risk for continued party rule. Since opening to the West,
Chinese policy has sought to gain the security and economic benefits of IT while minimizing
political risk. Creating indigenous IT products is an important part of this effort.

China’s leaders are eager to move away from their dependency on foreign technology.
Chinese planners?—and this is a country where government economic planning can be
more important than the market—expects this task will take decades. China has made
immense investments in programs to build its science and technology base, and while
these are beginning to produce results, China is still dependent on Western technology.

2. See Appendix for a list of China’s many semiconductor plans and initiatives from 1956 to 2018.
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China has both security and commercial motives in developing its semiconductor
industry. The recent experience with the ban on U.S. technology going to ZTE, one of
China’s leading telecommunications equipment producers, reinforced this for China. China
discovered that it is completely reliant on U.S. semiconductor technology. The ban was a
near death experience that led China to accelerate its efforts to build an indigenous chip
industry. One exuberant commenter said, “One ZTE falls, and thousands of Chinese chip
companies will stand up!”?

But despite 40 years of effort, investment, and espionage, China is unable to make advanced
semiconductors.* There have been embarrassing frauds, as when a Chinese entrepreneur
claimed to have made an advanced chip but was found to have filed off the serial number of
American chips and replaced it with his own, and expensive failures, such as the centrally
directed programs of the early 2000s that wasted billions of dollars in building unproductive
semiconductor fabrication facilities (fabs). The complex chip architectures and precise
production processes that go into chip-making are not easily duplicated.

China’s dependence on foreign semiconductors has concerned Beijing for decades. Qian
Xuesen, a leading figure in Chinese strategic weapons development, said, “we gained

a lot through developing ‘two bombs, one satellite’ in 1960s; we lost a lot because we
didn’t develop semiconductor in 1970s.” Beijing has spent billions to remedy this, but
China still lags in this sector. China again intends to end its dependence and reshape

the global semiconductor market to give its companies a leading position. This is part of
President Xi Jinping’s larger goal to make China the world’s largest economy, a global leader
in technology, and a dominant force in global governance—all under tight CCP control.®
Gaining a dominant position in semiconductors is part of this larger strategy for “the great
rejuvenation of the Chinese nation.”

China’s state-led semiconductor push creates major issues for its trade partners. It distorts
China’s domestic technology market and creates capital misallocations that a debt-laden China
does not need. The state-financed and -directed investment program will damage the system
of world trade rules and leave open the question of China’s integration into global affairs.

It is reasonable, given past Chinese practice, to assume that if China achieves a dominant
position, it will use it for intelligence, military, commercial, and political advantage by
manipulating the semiconductor supply chains that Western economies and militaries
depend upon. Memory chips, which can be easier to make, are the most vulnerable sector
for subsidized Chinese competition and are the first target for Chinese acquisitions

and investments in what the Chinese hope will be an upward path leading to the most
sophisticated semiconductors.

However, the greatest risk from Chinese semiconductor policy comes from its market
distorting effects. China’s government-subsidized expansion in semiconductor

3. David Bandurski, “Chip Claim Fuels Tech Exuberance, Again,” China Media Project, http://chinamediaproject.
org/2018/08/17/chip-claim-fuels-tech-exuberance-again/.

4. Chips that have higher performance and functionality resulting from the use of complicated “architectures”
and cutting-edge design and manufacturing techniques that China will find difficult to duplicate.

5. An MIT graduate who worked on American missile programs, Qian was arrested in the 1950s and ultimately
exchanged for American POWs held in Korea.

6. Robert Hannigan, “Wake up to the risks in Chinese tech dominance,” Financial Times, July 27, 2018, https://
www.ft.com/content/233f7dce-9013-11e8-9609-3d3b945e78cf.
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manufacturing and design will squeeze semiconductor producers in other countries,
reducing their income and numbers. The most damaging result from Chinese
overinvestment might be to undercut further research and innovation in semiconductors
by weakening the ability of leading semiconductor producers to invest in research

and development (R&D). Semiconductor producers outside of China will come under
increasing pressure, and the overall effect of China’s investment will ultimately be to
weaken the global industry and the pace of semiconductor innovation. China’s goal is to
challenge and then displace Western firms and to gain international leadership, but intent
alone does not guarantee success.

Mistaken Expectations for China

Semiconductors and other advanced technologies are more than a commercial issue for
China. China’s defeat in the first Opium War was a shocking reversal for Chinese elites and
still plays an important part of the CCP narrative of national resurgence.” For the Chinese,
the desire to build their own technology dates back to the nineteenth century, when
Chinese reformers concluded that technological leadership explained Western success.
Restoring Chinese sovereignty and recovering China’s global status requires first acquiring
Western technology and then surpassing the West in creating new technologies.

As an aside, these nineteenth century Chinese reformers faced the question of whether it
was possible to absorb Western technology without also absorbing Western political ideas.
Could a modern technological base and global trading system be grafted onto the imperial
system? At the risk of tremendous oversimplification, the answer was ultimately no, and the
empire collapsed. The question is still salient as the CCP faces a similar problem. But with
greatly enhanced tools of social control and surveillance, it expects to avoid a similar fate.

Partnerships with Western firms, accompanied by espionage and forced technology transfer,
has made China better at absorbing western technology. In a few technology sectors, such

as telecommunications, China can now make world-class products and, in combination
with its mercantilist industrial policies, is on a path to achieve a dominant position. In other
tech sectors, including semiconductors, China remains behind, unable to make high-end
technologies, but using industrial policies and investments, it hopes to change this.

Under Deng’s opening to the West, and in combination with heavy state investment in
the economy, education, research, and supportive business policies, China has made
incredibly rapid progress. A fundamental part of Deng’s opening was the acquisition of
Western technology, by sending Chinese students to the West, through partnerships
with Western firms (trading technology for market access), and, in many cases, through
espionage. Beginning with Deng, China has expanded its use of coercive and illicit
activities to gain commercial and technological advantage.

Western companies were happy to take advantage of the opening of the China market,
and for many it became an essential, even addictive, part of revenue growth. Government
spending on education and R&D through government programs provides an incentive for

7. Ralph Jennings, “China Looks to Chip Away At Taiwan’s Semiconductor Dominance,” Forbes, November 9,
2017, https://www.forbes.com/sites/ralphjennings/2017/11/09/an-upstart-upstream-high-tech-sector-in-china-
threatens-now-dominant-taiwan/#54699b035930.
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foreign firms to locate in China.® Semiconductor manufacturers locate production centers

in different countries to be close to customers or take advantage of business conditions.

This explains much of the Western presence in China. But the early expectations that
concessions made to China would be only temporary, as it moved towards becoming a market
economy following an opening to international trade and business practices, were a serious
miscalculation by Western governments and companies. However, it was a view that was
almost universally shared. There was even internal debate in China about which direction—
simplistically portrayed as “nationalist” versus “global’— would best serve China’s interests.

That debate is over, and the “globalists” lost. China intends to reshape global norms to its
advantage. Ironically, it is possible that if China was a market economy rather than a state-
directed one, it might grow faster, and Chinese companies might do better in the global
market. Left to themselves, Chinese companies would behave much as companies in other
countries, but under CCP direction, they are a tool of the state.

When China opened its economy to Western companies, companies believed that the risk
from technology transfer was acceptable, that there was a necessary cost of doing business
in the world’s fastest growing market, and that they could minimize any loss. Near-term
gains for individual firms outweighed long-term costs, and there was an assumption that
Western companies could compensate for IP losses by “running faster” Western companies
employ a number of stratagems to reduce the risk of IP loss. These include holding back
key processes from Chinese employees and allowing access only to low-end technologies,
retaining advanced functions outside of China, and adopting a range of security measures.
Western concerns were increased by the absence of adequate IP protection. Fear over the
loss of IP is a disincentive to invest in China. An informal poll of Western semiconductor
firms found that many had decided against locating in China because of IP theft concerns,
and those that chose to locate in China have taken steps to safeguard their IP, particularly
for design and manufacturing processes.

Semiconductors as a Foundational Technology

China’s leaders regard semiconductors as a key strategic industry. Semiconductors are

the backbone of the digital economy. Consumer and industrial applications rely on
semiconductors. The production of semiconductors is based on a complex global supply
chain combining both large companies and many smaller firms. The industry itself is
about 60 years old, growing out of discoveries at American labs that found that copper
lines etched into silicon wafers could take the place of bulky transistors (just as transistors
replaced even bulkier vacuum tubes). The trend in the industry has been to cram more
lines onto a single chip, specialize chips for specific functions (such as gaming or artificial
intelligence), and to expand the number of actions a chip can perform as well as the speed
at which it can perform them.

Semiconductor production is at the leading edge of physics and materials science, as
manufacturers cram more computing power, memory, or functions onto a single chip.
Many people are familiar with “Moore’s Law.” Moore’s Law accurately predicted that

8. Xueying Han and Richard P. Appelbaum, “China’s science, technology, engineering, and mathematics (STEM)
research environment: A snapshot,” PLoS ONE 13, no. 4 (April 2018), https://journals.plos.org/plosone/arti-
cle?id=10.1371/journal.pone.0195347.
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semiconductor processor speeds, or overall processing power, would double every two
years, and there has been speculation for several years that we are reaching the end of
the Moore’s Law increases. Some expect to see a slowing, or even an end, to the industry’s
ability to cram more computing power onto a single chip.

Steps in Semiconductor Fabrication

Manufacturing a semiconductor can require more than 400 steps, and can take up to 2
months.® Manufacturing can be divided into six phases:

Research: Engineers and scientists develop new materials, new processing techniques, and
new architectures to enable better chip performance.

Design: Engineers map out the electronic circuit patterns to be etched onto silicon wafers.

Wafer Production: Semiconductors are made from thin wafers of highly-pure silicon, grown
under tightly controlled conditions before being sliced, cleaned, and polished.

Processing: The circuit pattern is then drawn on the wafers by applying thin layers of
material on top of the wafer, “doping” to improve electrical properties, and photolithography
to etch away material around the circuits.

Packaging: Individual circuits are cut from the wafer and mounted in a specially-designed
casing that protects the chip while allowing it to connect to a circuit board.

Testing: Although examinations are performed at every stage of the fabrication process,
rigorous testing for semiconductors occurs just before shipping. This testing covers the full
range of chip functionality and connectivity and can take several weeks to complete.

Distribution: Chips are then shipped to resellers or manufacturers who integrate them into
end devices.

Whether we are finally reaching the end or not, each new generation of chips creates

more difficult technical production challenges and entails greater cost. The semiconductor
industry’s heavy investment in R&D has allowed the rapid rate of improvement to continue
until now. The end of Moore’s Law increases the importance of private-sector R&D
(semiconductor companies are among the leading R&D investors in the United States and
major firms routinely spend billions annually) and government investment in basic research
for physical and material science, which helps drive improvements in chip performance.

R&D plays an essential role in staying competitive in the semiconductor industry and
this is one area where China may eventually gain an advantage, given its decades-long
investment in Science, Technology, Engineering, and Mathematics (STEM). Currently,

no Chinese company is in the top 10 in spending on semiconductor R&D (although two
Taiwanese companies make the list).'® Four U.S. companies account for 57 percent of
industry R&D spending (Intel by itself spends more than a third of total industry R&D
spending). Chinese private sector R&D receives government support, a potential source
of advantage, but the United States has similar programs, such as the Defence Advanced
Research Projects Agency’s (DARPA) multi-year, $1.5 billion project called the Electronics
Resurgence Initiative, as well as other programs intended to develop technologies that

9. “2. Semiconductor - Metrology and Inspection,” in Hitachi Commentary Sites “Semiconductor Room,” https://
www.hitachi-hightech.com/global/products/device/semiconductor/metrology-inspection.html.

10. Peter Clarke, “18 chip companies over $1bn in 2017 R&D spending,” eeNews Analog, February 19, 2018,
http://www.eenewsanalog.com/news/18-chip-companies-over-1bn-2017-rd-spending.
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would revolutionize chip production and performance. The key difference is that DARPA
funds research, not companies.

The cost and complexity of semiconductors varies widely according to their function. The
market for chips has changed significantly as the range of digital and connected devices
has increased. The basic categories of chips are logic, memory, sensors, power, signal, and
analog. Logic chips are the “brain” of modern computing devices and are among the most
complex chips to design and manufacture. China is not capable of making high end logic
chips but has targeted memory chips as its entry point to the industry, the approach used
by Taiwan and Korea.

One way to envision the market is to look at the chips crammed into a smart phone. High-
end models can include up to twenty different chips for processing, memory, connectivity,
navigation, and power management. Most of these are still produced in the United States,
Taiwan, and Korea, but China as the world’s biggest phone market (and after the ZTE
experience) wants to make its own chips. This is also beyond China’s current capabilities.
The semiconductors in a single phone now provide computing and memory storage equal
to the multi-million-dollar supercomputers of a few decades ago while also providing
mobile connectivity.

Semiconductor Fabrication

The number of transistors packed onto a single chip has been the defining metric for
semiconductors. As famously predicted by Moore’s law, transistor density has doubled
roughly every two years. More transistors mean chips can perform more operations.

Advanced chips today have more than 90 million transistors per millimeter!. This is possible
because of steadily improving manufacturing processes that allowed increasingly smaller
components to be drawn on silicon wafers. Today, transistors can be drawn at sizes of less
than 20 nm, no more than a few dozen atoms in width.*?

The current standard for wafer production ranges from 100-300 wafers per hour, with
each wafer containing hundreds of individual chips.** Samsung’s most advanced fab has
reportedly achieved rates of 1,500 wafers per day.**

Manufacturers have increased the size of silicon wafers, allowing more chips per wafer.
The largest wafers currently in production are 300 mm in diameter. Some companies have
explored the production of 450 mm wafers, but the cost has so far discouraged the use of
wafers this size.”®

The market for chips is highly competitive, and production requires advanced and
expensive scientific and manufacturing capabilities. Semiconductor manufacturing is a

11. Eric Martin, “Moore’s Law is Alive and Well,” Hacker Noon, December 21, 2018, https://hackernoon.com/
moores-law-is-alive-and-well-adc010ea7a63.

12. David Manners, “Intel re-ignites node controversy,” Electronics Weekly, April 23, 2018, https://www.elec-
tronicsweekly.com/news/business/intel-re-ignites-node-controversy-2018-04/.

13. “Roadmap Semiconductor Equipment 2018-2021,” Holland High Tech, March 1, 2018, https://www.holland-
hightech.nl/nationaal/innovatie/roadmaps/semiconductor-equipment.

14. Billy Tallis and Anton Shilov, “Samsung Starts Mass Production of Chips Using its 7nm EUV Process Tech,”
AnandTech, October 17, 2018, https://www.anandtech.com/show/13496/samsung-starts-mass-production-of-
chips-using-its-7nm-euv-process-tech.

15. Joel Hruska, “450mm silicon wafers aren’t happening any time soon as major consortium collapses,” Extreme
Tech, January 13, 2017, https://www.extremetech.com/computing/242699-450mm-silicon-wafers-arent-happen-
ing-time-soon-major-consortium-collapses.
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complex process carried out at facilities that cost billions of dollars to construct and equip.
A modern semiconductor fab can now cost between $7 billion and $14 billion to build and
may be out of date after five or six years.

Semiconductor manufacturing equipment (SME)—the machines used to build
semiconductors—are among the most technologically advanced industrial equipment in
use and are closely related to advances made in physics as it involves operations at the
molecular and atomic levels. Companies in Japan, Germany, the Netherlands, and the
United States are the principle SME producers. China is dependent on foreign suppliers for
manufacturing and testing equipment, something that is unlikely to change for years if it
is prevented from buying a foreign producer outright.

Semiconductor manufacturing requires experience, ownership of (or access to) a substantial
amount of IP, managerial skills, a highly-skilled workforce, and a close connection to
scientific research. It also requires a close understanding of the market and the product

in which the chip will ultimately be used, an area of “know-how” where China has lagged.
Currently, the United States leads in chip design, followed by Taiwan. China’s integrated
circuit design sector continues to be the fastest growing part of China’s semiconductor
industry. Its revenues exceeded $20 billion for the first time in 2015 and has grown to
represent 25 percent of the worldwide fabless industry. In 2017, China reportedly had 1,380
IC design companies (almost 90 percent of these had less than 100 employees).'®

The industry is disaggregated, and few firms are vertical producers (meaning silicon sand
goes in one end and chips come out the other). Increasingly, firms specialize in one phase
of production. The production cycle for microprocessors begins with chip design. This is

a complex and valuable part of microprocessor production that has become increasingly
automated as chips have grown more complex. Specialized companies now license the use
of circuit design tools and corresponding software libraries to chip developers for graphics,
networking, and sensor chips. The ultimate design is sent to a foundry (semiconductor
manufacturing company that makes chips using other people’s designs). This fabless
production has reshaped semiconductor manufacturing. Managing this complex supply
chain is itself an essential skill (and another area of weakness for many Chinese firms).

Fabless manufacturing involves the customer designing the components but then
contracting the actual manufacturing to another entity rather than acquiring its own
manufacturing capabilities.

Fabless chipmakers design chips but do not manufacture them. Manufacturing is
outsourced to a company that makes chips from other companies’ designs. Many of these
companies are in Taiwan and China, where skilled labor is plentiful. The fabless model is
attractive, given the high cost of building a new fab, and it allows companies to invest in
R&D while enjoying high production volumes. Two Chinese firms, HiSilicon (owned by
Huawei) and Unigroup (51 percent-owned by Tsinghua University, which acts as an arm
of government semiconductor investments), are among the leading fabless manufacturers
(the U.S. firm Qualcomm remains the largest), but most Chinese “foundries” lag by several

16. Yorbe Zhang, “Heavy live coverage! Professor Wei Shaojun 2018 ICCAD speech compete PPT,” EET China,
November 16, 2011, https://www.eet-china.com/news/201711160900.html.
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generations in state-of-the art production at volume.?” Fabless chip production also
circumvents a potentially huge obstacle to building a domestic industry—China’s complete
reliance on foreign sources for SME.

One of the best-known examples of this fabless model is ARM, a UK company (now owned
by Softbank) whose designs for mobile telephony and other functions are widely used. ARM
does not make chips, but its customizable designs are the basis of many other companies’
products. ARM has over 300 partners, including HiSilicon and leading Western companies
whose processors are based on ARM’s designs.'® The Chinese internet giant Alibaba is
another example. It has acquired chip design companies and is using a fabless approach to
design its own specialized chips for Al and for Internet of Things (IoT) devices."

Semiconductor manufacturing has been reshaped by disaggregation, as firms divide along
the stages in the manufacturing process into design houses, wafer production, foundries,
assembly houses, and testing houses. This “horizontal segmentation” has led to a “fabless”
approach to semiconductor manufacturing, which now accounts for about 17 percent of
semiconductor production and continues to grow. Horizontal segmentation makes it easier
for firms in China to find a place in the production cycle of the semiconductor industry.

Semiconductor Manufacturing Equipment

Semiconductor manufacturing is an extraordinarily capital-intensive enterprise. New fabs can
cost between $6 billion to $20 billion, with equipment becoming outdated in five or six years.?

The equipment used for manufacturing semiconductors includes photolithography and
etching systems, electron microscopes, equipment for measuring chip features, equipment for
inspection and assembly for packaging chips, and testing equipment to verify chip quality.

Only a few western companies make this equipment. Most are American, but there is a large
secondary market in refurbished SME.

The disaggregation of chip production and the increase in fabless chip production means
that design, fabrication, and testing is spread among different countries, including China.
China is more likely to develop indigenous chip supplies if it relies on Chinese design
houses (of which there are more than 1,000) and then contracts out production to a
dedicated semiconductor foundry, such as the Taiwan Semiconductor Manufacturing
Company (TSMC). The dilemma so far for China in using a fabless approach is that these
chips are designed to meet Chinese standards. This can make them less valuable for the
global market.

17. Executive Office of the President, President’s Council of Advisors on Science and Technology, Report to

the President: Ensuring Long-Term U.S. Leadership in Semiconductors (Washington, DC: January 2017), https://
obamawhitehouse.archives.gov/sites/default/files/microsites/ostp/PCAST/pcast_ensuring long-term_us_leader-
ship_in_semiconductors.pdf.

18. Robert Triggs, “HiSilicon: What you need to know about Huawei’s chip design unit,” Android Authority, April
12, 2018, https://www.androidauthority.com/huawei-hisilicon-852231/.

19. Mark Began, “The U.S.-China Trade War Means Alibaba Is Producing Its Own Chips,” Bloomberg Business-
week, October 25, 2018, https://www.bloomberg.com/news/articles/2018-10-25/the-u-s-china-trade-war-means-
alibaba-is-producing-its-own-chips.

20. Colin Masson, “Why Services are the Future of Manufacturing,” Microsoft, November 12, 2018, https://cloud-
blogs.microsoft.com/industry-blog/industry/manufacturing/why-services-are-the-future-of-manufacturing/;
“TSMC says latest chip plant will cost around $20 bln,” Reuters, December 7, 2017, https://www.reuters.com/
article/tsmc-investment/tsmc-says-latest-chip-plant-will-cost-around-20-bln-idUSL3N10737Z.
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The ability to manage this global supply chain is one of the keys to profitability.
Disentangling this integrated supply chain, created under different and more favorable
political conditions, will be difficult if not impossible. This creates opportunities for China
in the acquisition of semiconductor technology, but it also creates obstacles in trying to
build a purely national industry since competitive advantage lies with the international
supply chains. China is still dependent on foreign expertise for semiconductor production,
particularly from Taiwan and the United States. Imports of both chips and technology will
be the norm in China for many years to come.

According to SEMI’s World Fab Forecast, China built 19 new semiconductor fabs after 2017.
China’s fab construction spending will reach record highs in 2018, reaching $6.2 billion
and $6.8 billion, respectively, accounting for over 50 percent of worldwide construction
spending.”! One Chinese expert, Ding Xianfeng, argues that China is well-placed to
dominate a digital era that will require trillions of chips, “because China can master this
type of chips and sensors, from models, IoT terminals, edge services to cloud computing;
China can do all of them.” This is an exaggeration; China cannot master all of these
different designs now or for the foreseeable future, but it would like to be able to do so.

China’s ambitious goal is to create national champions in each semiconductor market
segment. At the low end of the market, they have had considerable success. China now
supplies more than half of the world microelectronics and hopes to build on this to create
similar success in memory, CPU, and Al chips. But China has had embarrassing failures

in its efforts to make logic chips. Memory chips are less complex and less expensive to
manufacture. There is a huge global market for them that China, building on its strong
microelectronics sector, hopes to use as a stepping stone to more sophisticated products.?
Memory chips will likely be the first major market sector that Chinese semiconductor
policy will disrupt.?

Chinese firms are becoming competitive in memory chips but face difficulties in
manufacturing CPUs or other specialized chips that are globally competitive in price and
performance.?* China still relies on U.S. suppliers for high-end products. Making advanced
semiconductors requires more than sophisticated production machinery and advanced
designed. It requires “know-how,” knowledge and skills built up with years of experience.
Even if China gains access to advanced manufacturing equipment, there is still a need for
know-how when it comes to making high quality chips with consistent performance at a
competitive price. Most Chinese firms still lack this know-how, and the effort to acquire
it explains why China’s semiconductor strategy turned a few years ago to efforts to buy
entire Western firms outright to gain access to the best practices, which are developed

21. Dan Tracy and Clark Tseng, “China’s Fab Investment May Extend Record Streak for Wager Fab Equipment,’
SEM], January 3, 2018, http://www.semi.org/en/china-fab-investment-may-extend-record-streak-wafer-fab-
equipment.

22. Eileen Hannigan ed., McKinsey on Semiconductors (New York: McKinsey & Company, Number 6, 2017),
https://www.mckinsey.com/~/media/McKinsey/Industries/Semiconductors/Our%?20Insights/McKinsey%?20
on%20Semiconductors%20Issue%206%20%20Spring%202017/McK%200n%20Semiconductors_Issue%20
6_2017.ashx

23. Gina Roos, “Three Chinese Companies to Start Memory IC Production in 2018,” EPSNews, April 26, 2018,
https://epsnews.com/2018/04/26/three-chinese-companies-to-start-memory-ic-production-in-2018/.

24. Mark Lapedus, “Will China Succeed In Memory,” Semiconductor Engineering, February 9, 2018, https://
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through a blend of experience and expertise over many years. Western regulatory
measures, such as the Committee on Foreign Investment in the United States (CFIUS),
were successful in blunting these Chinese efforts, and the recent Foreign Investment Risk
Review Modernization Act of 2018 (FIRRMA) legislation only strengthens this.

For many years, one of the objectives for U.S export controls was to restrict Chinese access
to advanced production equipment. This turned out not to be the chokepoint. Equipment
producers wanted to sell to China, Western companies wanted to locate plants in China,
and there was a flourishing market in secondhand equipment. The chief difficulty for
Chinese firms was not access to equipment but their lack of experience and know-how in
making chips. This continues to be a problem for Chinese companies.

For example, while most chips have their programs and instructions “burned” into the silicon,
Field Programmable Gate Arrays (FGPA) chips are programmable. China cannot make FPGA.

China attempted to jump-start its FGPA capability by attempting to purchase Lattice, an
American firm, but this was denied by the CFIUS in September 2017. Chinese companies,
with government support, hope to develop an indigenous capability to supply entry-level
programmable chips. China’s Integrated Circuit Industry Investment Fund has said it

will invest in FGPA manufacturing, but China is still only a minor producer. Wei Shaojun,
chairman of China Semiconductor Industry Association’s IC Design Branch, said that in
FGPA, as well as CPUs and Digital Signal Processors (DSPs), China’s technology gap means
it, “still does not have the strength to compete with the major international players.”?

China’s Semiconductor Market

China is the world’s largest consumer of semiconductors, accounting for about 60

percent of the global demand. This reflects the large Chinese domestic market and, more
importantly, China’s role of assembler of the world’s technology: using imported chips,
China assembled 90 percent of the world computers and 70 percent of cellphones in
2011.% Most of these devices are re-exported, and China’s share of the revenue from sales
can be small, something that troubles the Chinese and incentivizes them to “move up the
value chain,” the processes by which a company adds market value to a good or service.
This move will require China to develop indigenous intellectual property for high-tech
products that are free from foreign licensing fees.

China plans to attain independence in semiconductor production. It is years if not
decades away from achieving this goal despite massive investments, and the goal itself
may not be attainable as the industry becomes more globally interdependent. Today,
roughly 16 percent of semiconductors used in China are produced in-country. China
aims to produce 40 percent of the semiconductors used in China by 2020 and 70
percent by 2025. Some Asian industry observers expect China to achieve this because

of government support and heavy domestic demand for chips. The goals behind the
subsidization of both indigenous efforts and foreign investments is Beijing’s effort to end

25. Yorbe Zhang, “Heavy live coverage! Professor Wei Shaojun 2018 ICCAD speech compete PPT,” EET China,
November 16, 2011, https://www.eet-china.com/news/201711160900.html.

26. Matt Schiavenza, “China’s Dominance in Manufacturing—In One Chart,” The Atlantic, August 5, 2013, https://
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“foreign dependency” for semiconductors and move Chinese companies to a dominant
global position.

Many of the chips imported by Chinese firms are re-exported from China in other
products.?” Western chip companies have in turn located facilities in China to be close

to their customers. China remains a net importer of technology, with only a 14 percent
share of global semiconductor production. It is dependent on foreign suppliers for the
most advanced chips. Leadership in semiconductor production and ending the reliance
on foreign suppliers are the goals of Chinese policy, which are supported by more than
$58 billion in different kinds of central government semiconductor investment funds and
buttressed by pledges of another $60 billion in 30 additional semiconductor funds created
by local governments.?®

China is only the most recent entrant into the semiconductor industry. The industry
was reshaped by the entry of Japan in the 1980s and again by the entry of Taiwan and
Korea in the 1990s. While Japan’s industry is no longer as powerful as it once was, both
Taiwan and Korea are important centers of chip production. The Chinese government
hopes that its semiconductor industry will follow a similar path, and Korea and Taiwan
are the most likely to suffer as China expands into chip fabrication. If market forces
were to predominate, China (or companies and fabs in China) would become part of an
interdependent semiconductor manufacturing network centered on the Pacific Rim, but
this would not satisfy Beijing’s objectives.

The problem with this scenario lies with the techniques China uses to speed its
development and attain advantage in semiconductors production, primarily theft of
technology, the return of Chinese workers from U.S. firms, and forced technology transfer.
There is concern that if China achieved a dominant position in semiconductors, it might
attempt to squeeze foreign competitors out of the market or use its lead as a coercive

tool by denying or limiting sales. While the efforts of Japan, Korea, and Taiwan raised
competitiveness and trade concerns in the United States, they did not raise strategic or
military concerns. These countries are partners. China is not.

China’s State Council’s 2014 “National Integrated Circuit Industry Development
Guidelines” set the goal of becoming a global leader in all segments of the semiconductor
industry by 2030. The 2015 “Made in China 2025” reiterated these goals. State planning
is a remnant of a Soviet-style economic model, and China routinely cranks out economic
plans. But what counts is not the plan but the money.

In May 2018, China announced a new fund with $47 billion to improve its semiconductor
industry—the government-backed China Integrated Circuit Industry Investment
Fund—amid hopes to improve China’s ability to design and manufacture advanced
microprocessors and GPUs. The China National Integrated Circuit Industry Investment
Fund was allocated $22 billion in 2014 from government sources. Another government-

27. Edward White, “China seeks semiconductor security in wake of ZTE ban,” Financial Times, June 18, 2018, _
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backed fund, China’s Tsinghua Unigroup Ltd., tried to invest $47 billion over five years to
acquire Western companies but was largely blocked by U.S. regulators.

These central government funds are accompanied by local government investments,
such as the Chongging Municipal government’s announcement of a $7 billion fund in
September 2018. The total planned investment is $118 billion (noting that government
spending in China can suffer from politicization and corruption that can reduce the
return on investment). For reference, leading Western firms also invest billions annually
in R&D—Intel invested over $13 billion while Samsung and Qualcomm invested over $3
billion each.?

The history of Huawei, a leading telecommunications company, is suggestive for China’s
larger technology strategy. China launched Huawei using a combination of industrial
espionage against Western telecom firms, state-directed investment, and years of heavy
subsidies. This support helped Huawei become one of the leading telecommunications
companies in the world, with excellent products and research. It still benefits from access
to low-cost credit from the Chinese state that it can use to subsidize foreign customers.
Foreign telecom firms have come under sustained pressure as a result. Telecom poses

a more immediate security threat than semiconductors, since knowledge and access to
telecommunications infrastructure can provide significant intelligence advantage.

Huawei makes first-rate products and offers them at a substantial discount, but the lack
of transparency makes this a source of concern. Huawei grew much faster than is normal
in this industry, and most research attributes this to heavy subsidies that were not
WTO-compliant and to theft of IP (Huawei itself accepted these charges in cases brought
by Cisco and Motorola). Huawei is both a precedent and an indicator of what a Chinese
semiconductor industry with close links to the Chinese state would mean for the world.

This kind of subsidized Chinese effort is not subject to market forces that would lead
unprofitable Chinese companies to exit the industry. State support, from both Beijing and local
governments, means that companies can continue to operate even when this does not make
economic sense, inflicting damage on both the Chinese economy and the economies of other
nations. Han Yinhe of the Chinese Academy of Sciences says that this has created “chaotic
competition.” Political signals from Beijing have replaced price signals from markets to guide
Chinese semiconductor investment. Even Chinese officials worry about overcapacity, and
Beijing is attempting to use its central fund to consolidate smaller, unprofitable Chinese chip
companies into a few large firms. But in the near term, overcapacity will damage the global
semiconductor industry by putting pressure on all firms.*

We can demonstrate this using hypothetical numbers. Let’s say that there is global
demand for 1 billion semiconductors a year, and that 10 companies supply these, each

29. Yoko Kubota, “China Plans $47 Billion Fund to Boost Its Semiconductor Industry,” Wall Street Journal,
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with 10 percent of the market. China then uses subsidies to create 2 more companies.
Now there are 12 companies and the market share of each falls to roughly 8 percent. This
puts pressure on the existing companies and some will go out of business. Others will look
to cut costs to survive and one likely cut will be in research and development. This means
that the overall rate of spending on R&D will fall and innovation will slow, unless you
assume that the new Chinese companies will conduct R&D at the same level, which China
does not yet have the R&D capability to do.

No one can object to the growth and modernization of the Chinese economy; the problem
lies with the means the Chinese government uses to achieve this. If China was a market
economy and competed fairly in the global semiconductors industry, the entry of new
Chinese competitors would be unobjectionable. But China uses non-market techniques
to help its companies and put foreign competitors at a disadvantage. In addition to
subsidies, these include efforts at forced technology transfer, IP theft, espionage, and
regulatory pressure over patents or anti-trust enforcements that Western companies are
by themselves ill-positioned to resist. The use of these techniques is a problem that goes
well beyond semiconductors (and one the themes of this series of reports is the market-
distorting effects of Chinese industrial policy).

Party officials have not hesitated to ignore international norms for trade and intellectual
property in their quest for China’s growth. The state plays a much larger and more
directive role in the Chinese economy. There are real questions about the extent to which
the competitive success of Chinese companies is due to state aid rather than to real
competitive advantage. China’s use of non-tariff barriers to trade and subsidies (along with
economic espionage) have become a major trade issue between China and its partners.

“Learning the Superior Techniques of the Barbarians.”’

This is not an easy market to break into, something that has hampered China’s previous
efforts to build an indigenous industry. China had national policies for the creation of

a domestic semiconductor industry as early as the “Four Modernizations” development
program of the 1970s. China has subsidized both indigenous efforts and foreign investors
in its effort to end “foreign dependency” for semiconductors. Security is, as with other IT
products, a leading concern.

When Deng Xiaoping inherited the Chinese state, he was confronted by its backwardness
and poverty, a legacy of Maoist turmoil and ideology. Deng sought to remedy this by
opening China’s market to foreign investors (and foreign direct investment is one of the
best mechanisms for technology transfer) by investing heavily in STEM and by initiating a
campaign to acquire technology licitly or illicitly. This espionage campaign was expanded
and given unprecedented scope and access by the creation of the global internet and
remains a central element of Chinese modernization to this day.

Beginning with Deng, and in reaction to U.S. and European R&D programs, China
has launched a number of technology investment and STEM programs for reasons of
national prestige, economic competitiveness, and national security. Between 1995

31. Wei Yuan, a nineteenth century reformer; The Asia Society, “Humiliation: Wei Yuan 1794-1857,” Wealth and
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and 2002, China doubled the percentage of its GDP invested in R&D from 0.6 percent
to 1.2 percent. R&D spending reached 2.1 percent of GDP in 2017, and China’s GDP is
now significantly larger. China says that it intends to double the proportion of science
spending devoted to basic research to about 20 percent of its science budget in the next
10 years.

These programs are a source of human capital, producing engineers and scientists but not
yet world class products, except in a few fields. The ultimate goal is not only to build a
strong economy but also to develop the industrial base needed to build high-tech weapons
and reduce reliance on suspect foreign products.’ Thirty-two years after the first program
was announced, China has succeeded in some of these goals, but it is still reliant on
Western technology.

The acquisition of Western IP and technology was often a condition of access to the
China market. Western firms report that technology transfer concessions are a part of
every negotiation with the Chinese. These efforts were buttressed by long-running state
espionage programs targeting Western firms and research centers. This technological
espionage has carried over into cyberspace, as the Chinese discovered that the internet
gave them unparalleled access to poorly secured Western networks. The Chinese were
often unable to fully exploit the stolen technology, but as their own skill base improves,
the ability to take advantage of the fruits of espionage has increased.

In the 1990s, the United States allowed companies to use Chinese government space
launch services to put commercial satellites into orbit, and when a launch failed, the
Chinese would collect the pieces of the wrecked satellite to return to the company. In
some instances, it was clear that the Chinese first took any semiconductor they found
for close examination in the hopes of reverse engineering it. When a chip was finally
returned, there were often indications that the semiconductors had been sawn in half
or x-rayed in an effort to gain insight into design and manufacturing. These efforts while
not fruitful (Chinese efforts to reverse engineer American semiconductors were slowed,
if not stymied, by the complexity of the devices), were part of a larger campaign of cyber
espionage involving the recruitment of agents in Western companies, forced technology
transfer, forced partnership with Chinese companies, and forced relocation of facilities in
China as a requirement of doing business there.

While China had been investing in semiconductor manufacturing (and related science
and technology education and research for decades), growth in China’s semiconductor
industry is the product of two related trends. First, the Chinese government created
incentives for companies to locate in China and removed obstacles to foreign participation
in domestic semiconductor production. Second, Taiwanese investors and semiconductor
executives moved manufacturing operations to China, starting with the more basic ones
to take advantage of the cost differential and subsidies. Other foreign semiconductor
manufacturers from Japan and the United States followed suit, but the Taiwanese influx
provided the initial foundation for China’s semiconductor industry.

32. Ministry of Science and Technology of the People’s Republic of China, “National-High-tech R&D Program
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The continued reliance on foreign involvement is now complicated by increased regulatory
scrutiny in Western countries and by regulatory obstacles to technology transfer. Despite
Western restrictions on technology transfer, there are still three different avenues that
China can use to acquire semiconductor skills. The first is through transfer from Taiwan.
Taiwanese semiconductor companies moved into China in the early 2000s to take
advantage of Chinese-government subsidies and lower labor costs. Improvements in
China’s semiconductor capabilities reflect this Taiwanese transfer of skills, now reinforced
by the Chinese government’s efforts to recruit individual Taiwanese with semiconductor
industry skills.®

The second is by taking advantage of “fabless” semiconductor production. There are already
several hundred Chinese chip design houses, and some of the Chinese IT giants, like
Alibaba, use fabless solutions for Al chips. It is interesting that the market solution is to
use fabless chip production while the state-centric solution is to build fabs, a much more
difficult task and another suggestion that government planning is inefficient.

The third approach is to build an indigenous industry through espionage and IP theft. The
damage from this depends on what is being stolen. If China steals chip making technology,
it will still face the know-how hurdle. If it concentrates on stealing chip designs which it
can then copy and contract out for manufacturing, it may make faster progress.

Another Round of Massive Investment

The current effort under Xi Jinping to end dependence on foreign chips is China’s fifth
attempt. China has spent billions of dollars in the preceding decades to create a domestic
semiconductor industry, but with little success.

Beijing attempted to overcome the know-how gap by trying to purchase Western
semiconductor companies outright, acquiring not only machines and IP, but the people
who knew how to use them. With support from the central government’s China Integrated
Circuit Industry Investment Fund (sometimes called the “Big Fund,” created to “promote
leapfrog development of China’s integrated circuit industry”),** state-backed firms
attempted to acquire American chipmakers, such as Lattice, Micron Technology, and
Western Digital Corporation. In total, Chinese investors and firms offered more than $30
billion in bids for U.S. and European semiconductor companies between 2015 and 2017.3°
This heavy-handed effort, complicated by China’s predatory practices in other sectors,
raised concerns in many countries. Governments in Europe and Asia joined the United
States in blocking these Chinese acquisition efforts.?

One important effect of the massive state funding dedicated to semiconductors is to
change the incentive structure for Chinese entrepreneurs and businesses, making it more

33. Kathrin Hill, “US fears attempts by Chinese chipmakers to grab top talent,” Financial Times, November 2,
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attractive for them to enter the industry.’” Chinese firms have both government and
commercial incentives to enter the chip market, particularly through the multi-billion-
dollar gaming industry and the pursuit of AL China’s fascination with cryptocurrency

has led firms to explore making their own chips geared specifically to mining. Others

are attempting to build Al specific chips, such as Rokid’s Kamino18 chip, designed by

a team led by a Chinese national who was the former research director from Samsung
Semiconductor China. The blend of political inducements and commercial motives makes
China’s semiconductor push a powerful challenge.

While the preference among Chinese policymakers is to build an indigenous IT supply
chain, on the theory that this best eliminates national security risk, a more sophisticated
approach would seek to make China the dominant partner in the global market. China still
needs access to Western technology and know-how, and the dominant partner approach
better fits the global nature of distributed innovation with foreign partners. Partnerships
between foreign firms and a commercially and technologically dominant China is also

a better fit for the tributary trade precedent that guided China in the past. This is most
likely the direction China will be forced to move, as an indigenous industry—even when
supported by espionage, subsidies, and foreign education—will remain second-best in a
globally integrated innovation system.

China as an Innovator

The long-standing debate about whether China could become an innovation power
appears to be over (with two significant caveats).?® The first caveat is that Chinese
innovation is still limited and constrained by the country’s relative technological
backwardness in most sectors. China has moved an immense distance from the
impoverished, agrarian economy left by Mao, but it still lacks the depth of scientific
and technology knowledge found in other countries, and efforts to insert the CCP
and government control in innovation and entrepreneurship slow progress.>* An
increasing role for the Chinese government (and the CCP) in directing the economy
may damage innovation.

The second caveat is that is that Chinese innovation blossomed in a period of relative
political openness. Advances in China’s IT sector accelerated when Beijing reduced its
directive role, particularly after a 2003 State Council decision to “separate the government
functions from those of the enterprise.”* Now that openness is shrinking under Xi Jinping,
accompanied by greater state economic direction and political tightening, it is possible
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that the trend of increasing Chinese innovation will reverse itself, a concern that some
Chinese researchers share.”

The metrics to watch here are the outflow of Chinese entrepreneurial and research

talent and money from an increasingly controlling state. One indicator is that in several
high-profile cases, employees of Western firms who have been hired away from Chinese
companies have left China after a year or two. Chinese “Thousand Talents” program, which
offers a cash reward and access to funding to returnees and foreign experts, can best be
described as good at recruitment, bad at retention.*

Traditional innovation metrics (number of patents, PhDs, R&D spending, or scientific
publications) are less useful for China because of duplication, inaccurate comparisons, and,
in some instance, outright fraud in Chinese metrics.** For semiconductors, the best metrics
remain how dependent China is on imported chips, and this dependence continues to grow.
Despite claims in the government-controlled media of China approaching technological
parity to the West (too often taken at face value in Western media), more sober assessments
from Chinese scholars suggest that while China is strong in some research areas there is still
a significant lag in the ability to create new technologies that can be reduced only by access
to Western commercial and educational resources.*

Improved Chinese innovation capabilities change the risk landscape for espionage and IP
theft. The risk of IP theft and illicit tech transfer was lower when the Chinese economy
was more backward. The Chinese often could not absorb and use the technology that they
had stolen. This has changed as China modernized. Decades of investment in education
and research, buttressed by foreign direct investment (FDI)—one of the best vehicles for
technology transfer—heavy government funding for strategic technologies, and rampant
commercial espionage have built a strong innovative capability in China.

Market Versus State

Both China and the United States have advantages and disadvantages in this technology
contest, and while it is common to focus on quantitative aspects of the contest, these are not
always the best indicators. This is also a contest of ideas on governance and investment and
the balance between market forces and political direction. The increasingly multinational
nature of research and innovation complicates any competition for technological leadership
and will create forces that both nations will find difficult to control. In this pursuit, a globally-
oriented U.S. industry may have an advantage over a nationally-focused China.

Mao believed that revolutionary fervor could overcome superior technology, but when
Deng Xiaoping took over, he found that China lagged so far behind in technology that the

41. Research by Zhang Weiying, a Beijing University advocate of free markets for China, suggests that regions
with higher degrees of marketization and fewer SOEs have more patent applications, R&D intensity, and new
commercial products, while having a higher numbers of government entities, public sector employment, and
state holding companies in a region correlate negatively with patent applications.
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country was at serious risk militarily and economically. Deng opened China’s economy
after Mao but ultimately crushed any movement toward a parallel political opening. The
old Maoist themes of resolutely countering aggression from an implacably hostile West still
echo in policy, but they are now accompanied by a self-confidence and assertiveness that
amplifies their effects. There is a desire to rearrange global rules and institutions to better
serve China’s interests. China endorses the rule of law but with Chinese characteristics,
which means that the CCP’s leaders are the ultimate arbiters of any decision. There is a still
degree of both insularity and hostility in the worldview of these leaders.

Chinese companies have been successful in producing low-value, labor-intensive goods,
making China the largest producer of manufactured goods in the world, but the last few
Five-Year Plans, a model for economic control adopted from the Soviet Union, have set
the goal of moving “up the value chain” from assembling final products from imported
components to building advanced technology in China itself.*> This move is important
for commercial, technological, and political reasons. A larger share of revenue goes to
companies that occupy the high end of value creation. A higher position on the value
chain requires both business and technological expertise. Being higher on the value chain
shows China has achieved the Party’s political goal of becoming a modern economy. One
question rarely asked in China is whether this government direction is necessary? Would
Chinese companies have been better incentivized to move up the value chain if more
efficient market processes guided investment and competition?

Centrally-directed economies are less efficient in the allocation of resources. Government
policy supplants market signals on how best to invest and lack the self-correcting
mechanisms provided by market forces—government tend to keep failing companies
afloat long after it stops making economic sense. Both Korea and Japan saw this

drive the misallocation of capital. In the short term, these strategies produced rapid
industrialization, but in the last few years they have worked to slow economic growth.
Easy access to credit allowed less efficient firms to survive, draining resources from more
productive activities. The question for China’s IT sector is how many of the new Chinese
firms will still be operating a decade from now.

In China’s IT industry, the risk of overinvestment springs from a number of sources.
National policy has made the creation of a Chinese IT industry a priority, with the result
that ministries, and provincial or local governments invest more in this sector than

they otherwise would. Government policy has also made credit easier to obtain for such
investments, especially for enterprises where the state has an ownership role. Easy credit
is a key ingredient for overinvestment, and a boom mentality hobbled previous Chinese
efforts to build a semiconductor industry.

There is considerable risk of ill-advised investment. The semiconductor industry has a
history of multi-year investment cycles. These cycles begin with recovery from oversupply
and low prices as demand for semiconductors increases, move to full utilization of existing
production capacity to meet the increased demand, and then see investment in new
capacity as demand increases (and it can take two to three years while the new fabs are
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built). Finally, as the new production capacity comes online, the cycle begins again with a
return to oversupply and falling prices. The recovery and boom phases are usually longer
than the bust phase. Many analysts fear that the oversupply phase may come earlier than
normal because of the Chinese government’s investments, despite growing global demand.

Investment decisions in China are still principally shaped by government policy. Provincial
and local governments provide funds or direct state-controlled financial institutions to
make loans. There is a strong and perhaps increasing element of central planning. Chinese
government investments have not always performed well in the past (demonstrated by the
immense “debt-overhang” at the provincial and municipal level). These factors suggest that
the Chinese IT sector may have unappreciated vulnerabilities that will slow its performance.

The Perils of Techno-Triumphalism

One dilemma that distorts the entire debate is the Chinese government’s propensity to
exaggerate its technological and scientific prowess. If the United States has suffered from
a degree of technological hubris, this is another area where China appears to be copying
the United States. This exaggeration has become more pronounced under President Xi
Jinping, part of the triumphalist narrative about China’s return to the center of the world
stage (under party leadership) and how it is China’s moment to claim global dominance.
In reality the story is more nuanced and uneven, particularly for advanced technology,
with China leading in a few areas (such as biotechnology, where Chinese firms face fewer
regulatory hurdles) and lagging in most others.

The issue is complicated by political trends in China. Incipient discontent with Xi can be
expressed as skepticism over techno-triumphalism. A recent Ministry of Industry and
Information Technology (MIIT) survey showed that China is far from the lead in most key
technology areas.** The consequences for ZTE when the U.S. government cut off access to
U.S. technology came as a shock to the Chinese (and reinforced their belief that they need
indigenous sources of supply). A few respected Chinese scholars have taken a nuanced
and skeptical view of China’s progress toward leadership.” CCP may well have instructed
the media to “cool it” about China’s technological leadership and to downplay “Made in
China 2025” (a strategic economic plan issued by Beijing), which has become something
of a hobgoblin for Americans.

“China 2025” has become a catchphrase for the CCP’s aggressive industry policy, but we
should not take yet another report by Chinese planners too seriously. More important dates
are 2030, when the IMF estimates that China’s GDP could ceteris paribus overtake the United
States, and 2049, the hundredth anniversary of the party’s seizure of power. Changing
Chinese behavior will be difficult but not impossible if the United States and its allies take

a consistent long-term approach. But in the near term, policies should focus on blunting
Chinese acquisitions of technology and adopting measures to reinforce U.S. technological
strength, such as investing more in basic science and government research and taking a
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more assertive approach to issues involving foreign regulations of IP and competitiveness,
which can sometimes be a stalking horse for unfair competitive advantage.

We can establish where China is now by looking at what it imports and exports. This
shows that China is still dependent on the West for semiconductors and semiconductor
manufacturing equipment. It is harder to predict where China will be in 10 years, given
its massive investments. With each iteration of its pursuit of technological leadership in
semiconductors (and other areas), China improves its performance, but each iteration to
date has fallen short of technological independence. The Party’s intent is clear, and there
has been real progress, but China is years away from parity.

A related metric is to look at what technologies China attempts to acquire illicitly. This
metric is not ideal since the scope of Chinese illicit acquisition activity encompasses

a broad range of technologies, advanced and not so advanced, as it is driven by both
strategic and commercial imperatives. But if we focus on state-directed programs, there is
no advanced technology area where China does not continue to pursue illicit acquisitions
from foreign sources. The only exceptions might be in biotechnology (China invested over
a billion dollars in U.S. biotech startups in Q1 of 2018) and quantum communications.*

China is not a market economy (although it may be a “market economy with socialist
characteristics”). The central government plays a much larger and more directive role

in the Chinese economy. This may have helped development, but it is now an obstacle

to further growth. Given the linkage in China between politics and economic decision-
making, the temptation for CCP leadership is to expand governmental involvement in

the economy and in investment decisions. State capitalism and corruption make finding
the balance for the role of government difficult. If the United States has gone too far in
restricting the role of government, China has gone too far in putting government in charge
of decisions best left to markets.

China’s use of non-tariff barriers to trade and subsidies (along with economic
espionage)—all state-driven economic actions—are becoming a major trade issue between
China and its partners. The Chinese assumption that it can escape interdependence runs
counter to larger trends in innovation and to the policies previously used by China to
achieve modernization.

China also faces the problem that its pursuit of indigenous innovation runs counter to the
trend that globally integrated supply chains are the most efficient, both in production and
in innovation. It is better to think of a global IT innovation ecosystem stretching from the
Pacific Rim to Israel and even Europe, centered on Silicon Valley. Chinese companies are
served best by integrating with this ecosystem rather than repelling Western investment
through restrictive laws and practices in IP protection, join ventures, and market access
that increasingly discourage Western partners.

This does not reduce the risk of the potential market distortions that China’s aggressive
industrial policy might create, and it may suggest a renewed Chinese effort at illicit
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technology transfer. Nor does it address questions about the status of America’s own
innovation capabilities, where the rate of change is largely independent of China.

For semiconductors, China’s progress is largely the result of partnerships with Western
companies, particularly if that measure includes Taiwan. The future growth of IC
production in China depends more on whether foreign companies continue to locate fabs
in China, which transfers skills to Chinese workers, than on the success of indigenous
Chinese IC producers.*

Seeking Security in the IT Supply Chain

Security in semiconductors and other IT products is a primary concern for Beijing. Chinese
officials worry that relying on foreign-made (or -designed chips) damages the security

of information and makes infrastructure vulnerable to foreign access and interference.
Intelligence agencies are resourceful, and the foreign production of hardware provides an
opportunity for them to gain intelligence advantage or to disrupt critical infrastructure.

A potential opponent could take advantage of the manufacturing process to intentionally
introduce malicious flaws. Also, the effort to build an indigenous semiconductor industry
is part of the larger goal of overtaking the United States.

China has long suspected that Western semiconductors contain “backdoors” or intentional
vulnerabilities that can be exploited for intelligence and military purposes. As early as
2004, an article in People’s Daily reported that “in peacetime, the United States sells virus-
carrying chips as ordinary commodities to the key departments of other countries. When
needed in war-time, the United States can remote control and activate the virus at any
time, making ineffective or paralyzing the enemy’s commanding and weaponry systems.

If one depends completely on imported chips, one will likely suffer heavy losses on future
battlefronts.”>® The 2013 Snowden revelations seems to confirm all of China’s worst fears
about supply chain security.

In 2016, Xi Jinping, in a widely publicized speech on cybersecurity, said “the fact that core
technology is controlled by others is our greatest hidden danger . . . ”>* His remarks have
many precedents since the opening to the West. Wu Dexiang, a member of the National
People’s Congress and the former director of the China Microelectronics Centre Study
Committee, said, “We cannot be reliant on foreign chips. Our microchips are all imported.
We do not make our own chips. Our whole industry is built on sand. These chips are

like the heart of a person. If the source of supply is cut off, our heart will stop beating.”
Echoing this long-held official view, Vice Premier Ma Kai said at the 2018 National People’s
Congress, “We cannot be reliant on foreign chips.”

These Chinese fears have no basis in reality, and the pursuit of indigenous technology
reflects a misunderstanding of network security, but these statements are a strong
indicator of China’s own intentions should it establish a dominant position in
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semiconductor production. Whether the Chinese have the technical ability to put such

a supply chain infection strategy in effect (the chief challenge being that the chip has

to perform its functions flawlessly, something that can be difficult enough without
tampering with design or production) is open to question, and recent stories about supply
chain infections at SuperMicro were wrong.> Frankly, China’s networks and devices, often
based on pirated or outdated software, are so vulnerable that there is little incentive to use
high-risk, high-cost supply chain attacks, and one result of the insistence on the use of
indigenous products by China has been, counterintuitively, to reduce security, as many of
these Chinese products are often not as good as what is available on the global market.

How Should the United States Respond?

The United States wrestles with similar national security concerns over a reliance on
Chinese sources of supply for microelectronics. China’s semiconductor effort, if successful,
would damage U.S. and Western semiconductor companies and create opportunities for
espionage and disruption. A larger issue is that the semiconductor battle is a microcosm of
how a newly powerful China will define its relations with the rest of the world. Will China
play by the rules or will it continue to cheat? China will be rich and powerful no matter
what path it follows, but the latter path leads to global turmoil, what some like Prime
Minister Mahathir of Malaysia have called China’s “new colonialism” based on the coercive
use of China’s economic power.>

The United States depends on technological superiority to give it an advantage over more
numerous opponents. If China is able to erode the U.S. technological lead and close

the technological gap, U.S. security will be damaged since China has become an overtly
hostile power. We cannot realistically expect to block China’s growth and development,

so the issues are to accelerate technological innovation within the United States and our
allies and to ensure a cooperative security and science relationship with partners around
the world. Close attention to the factors that make Silicon Valley a success—research,
investment, and immigration—is essential, but the same political predicaments that afflict
U.S. policymaking have hampered our ability to do this and, counterproductively, even
harmed the American innovation model.

One major disadvantage for the United States is the ideological debate over the role of
government and government spending. This began in the 1990s and has led to decades
of underinvestment in public goods. The goal of cutting taxes has led to significant and
damaging underinvestment in infrastructure and research, harming the competitiveness
of American companies and reducing the growth of the U.S. economy. The Chinese
government, although hampered by its one ideological constraint, has no reluctance to
spend money for decades on strategic goals.

In the 1940s, the United States found a new way to harness government investment in
science to create military power and economic wealth. Other countries want their own
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DARPAs and Silicon Valleys. China in particular has tried to copy the United States, and
China combines research investment with a mercantilist industrial policy intended to give
Chinese companies an advantage over foreign competitors, first in the domestic market
and then abroad.**

This was acceptable when China was a developing economy, but it is no longer tolerable
when it is the second largest economy in the world and a potential military competitor.
The United States is unprepared for this competition and is just beginning to shift its
strategic focus from counterterrorism and counterinsurgency to great power competition.
An easy way to think about this is that the United States spent over a trillion dollars
bringing democracy to Afghanistan, while China spent a similar amount on science and
technology. That China is not closer to overtaking the United States only reflects the
immensity of the gap in wealth and technology between the two countries.

That said, the Chinese are not 10 feet tall, and while their propaganda machine
energetically paints their rise as unstoppable, they face many obstacles. For technology
and semiconductors, the most important hurdles involve innovation and investment.
China’s political closing may harm indigenous innovation, but there is more risk in
pushing to develop a national system at a time when the most successful developments in
technology and science come from a multinational, cross-border innovation system. Nor
can China assume that the world will remain compliant in investment and technology
transfer in the face of an openly assertive Chinese industrial policy that is now widely
perceived to be unfair. China might have been better served by maintaining a Deng-like
profile for longer, but perhaps the Party’s own calculations of what was needed for its
political existence suggested a more assertive posture.

We also need to bear in mind that it is the CCP, and not the Chinese, that is the source

of hostility to the United States. Chinese leaders worry about the precedent of the Soviet
collapse and under Xi have put in place pervasive surveillance, appeals to Maoism, and
heightened nationalism to avoid a similar fate. Economic growth is part of this effort,
buttressed by Chinese expectations of resuming their rightful place in the world. Xi needs
growth and control for domestic reasons, and this will make it difficult, but not impossible, to
restore the formerly close commercial and technological partnership with China. If the ruling
party chose another path, it would make it easier to integrate China into the community of
nations, but they will not choose a path that risks leading to their own demise.

We have not faced serious competition for three decades. This is not another Cold War.
We cannot contain China, nor have we succeeded in deterring it, particularly if the
American goal is to stop illicit technology acquisition or mercantilist trade and industrial
policies. Neither Cold War science and technology policies or a laissez faire approach

to innovation will keep us in the lead. Attempts to rebuild a national supply base run
counter to the efficiency provided by a transnational approach to business and research
and is unlikely to succeed if the goal is to produce cutting edge products. Of the two
countries, the United States is better positioned to take advantage of this multinational
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supply chain. China’s only advantage is its willingness to spend, and until recently, it was
innately less welcoming of immigrants than the United States. The United States needs
new policies that mix supportive federal investments, partnerships with the private
sector and academics (including foreign entities), and assertive trade and IP protections
internationally if it is to do more than watch China slowly close the technology gap.

The U.S. model for innovation has worked for 70 years. Federal investments in research
had remarkable spill-over effects for the economy, creating new products like the jet
engine, semiconductors, and the internet. This began to slow in the 1990s because of a
series of changes in government spending, the global diffusion of research and technology,
and Congressional politics. Competition over innovation has increased significantly, and
Americana needs to speed up, not slow down, only some of which were in our control.

N Li Xuwu, the head of R&D at a leading Chinese semiconductor firm summed it up as
“the advanced countries slow down, and the less-advanced will catch up easily with the
exploration of foreign companies, latecomers can take a lot less detours.”*®

The recently passed Foreign Investment Risk Review Modernization Act (FIRRMA) and the
accompanying Export Control Act of 2018 codify and strengthen the CFIUS review process
and mandate that the United States develop partnerships with other Western nations to
coordinate their foreign investment reviews. This coordination is essential as China will
go from country to country when seeking acquisitions. Export controls are a more difficult
problem, as they need to be modernized and oriented toward promoting American exports
in ways that make them less capable of mitigating risk.

China has in the past been able to exploit loopholes in American export control
regulations (and its enforcement) to acquire semiconductor technology. In particular,
some in the U.S. semiconductor industry believe that technology transfers approved

by the Department of Commerce in 2010 boosted Chinese semiconductor abilities. The
Export Control Act of 2018 is intended to strengthen export controls and prevent similar
incidents, but this will be a difficult task given the Cold War heritage of export control
systems and the desire to give trade promotion precedence over national security. These
regulatory measures are important, but they need to be accompanied by measures to
strengthen the chip industry and to smooth distortions in foreign markets intended to
provide competitive advantage. This includes stronger IP protections and enforcement.

When Japanese companies, with government support, began to compete with American
semiconductor firms in the 1980s, the United States responded by engaging with

Japan on trade and creating SEMATECH (through DARPA), a research consortium with
private companies to improve the competitiveness and technological base of American
companies. SEMATECH allowed companies to share resources, risks, and costs in pre-
competitive research. This response laid the foundations for continued American strength
in semiconductors and is precedential for responding to China’s semiconductor plans.

We don’t need another SEMATECH, but we do need a well-funded national response that
blends public and private sector action.

55. FE53HT : FR RO 2EhE BN R B, Xinhua News Agency, April 19, 2019, http://www.xinhuanet.com/for-
tune/2018-04/19/c_1122711215.htm.
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While there are growing concerns that an economic “iron curtain” will separate the two
economies, given the increasing political tensions, the United States should not expect
to replicate the Cold War bifurcation between the West and the Soviets. The United
States would not benefit from economic warfare with China (nor is there a shred of
evidence that China has nefarious plans for a “death by 1000 cuts” for the U.S. economy).
A laissez faire approach to China would damage the economic and security interests of
the United States and its allies, but so would heavy-handed restrictions. A more nuanced
approach that combines existing regulatory tools such as CFIUS and export controls to
restrict Chinese access to advanced semiconductors technology in coordination with our
allies and combined with continued pressure to amend China’s unfair trade practices is
essential. Finding ways to expand spending on R&D while significantly increasing the level
of and resources for counterintelligence activity against China is similarly important. An
abrupt rupture will not serve U.S. interests, but increased vigilance is essential.

A UL.S. response will need to engage China to change its behavior while taking steps to
strengthen the U.S. semiconductor industry (noting that these steps will be different than
the 1980s response).*® Partially in response to the Chinese efforts, DARPA's Electronics
Resurgence Initiative (ERI) and other programs will draw on research and collaboration
among companies and academics for work in six research areas. The program has more
than a billion dollars in funding intended to accelerate next-generation chip technologies
and production to overcome the limits on continued performance growth using current
technology.” This is a strong start, but the United States will need to invest more (and more
consistently) in government research to keep pace with China. One benefit of increased
support for basic research is that it, along with increased support for STEM education, can
help build the advanced workforce needed to remain technologically competitive.

The U.S. semiconductor industry and national security are closely linked. A decline in

one damages the other. Semiconductors are a strategic industry. They are the foundation
of modern electronics, from mobile phones and fitness bands to satellites and weapons
systems. Semiconductor technology enables advancements in a range of industries,
including computing, communications, and robotics, and improvements in the
semiconductor industry have delivered significant gains in performance and productivity
across the board in the U.S. economy. Semiconductors will be a growth industry, as every
IoT device will contain at least one chip and will need some ability to connect wirelessly to
internet resources.

One proposed solution that can initially appear tempting is to recreate the “trusted
foundries” program previously used by the United States. The problem with trusted
foundries is money. A modern semiconductor fab now costs more than $15 billion. There
are still a few “trusted” fabs in the United States, operated by National Laboratories in
some cases (and until 2014, under contract to IBM), that build specialized semiconductors
for sensitive systems such as nuclear weapons, but the United States has been unwilling
to foot the bill to modernize these facilities. In most instances, commercial chips

56. Robert D. Hof, “Business Report: Lessons from Sematech,” MIT Technology Review, July 25, 2011, https://
www.technologyreview.com/s/424786/lessons-from-sematech/.

57. “DARPA Electronics Resurgence Initiative,” Defense Advanced Research Projects Agency, https://www.darpa.
mil/work-with-us/electronics-resurgence-initiative.
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outperformed those supplied by trusted fabs and were significantly cheaper. The United
States would be better served by a combination of policies to support the domestic
semiconductor industry, expanding programs to allow the trusted use of fabless processes,
and reinforcing the research base needed for semiconductor innovation.®

The United States made a strong semiconductor industry a goal for policy in the past, and
the response to the risk of Japanese domination of the industry helped spark a renaissance
for the American tech sector. But the solutions of the 1980s do not fit a dynamic, globally-
distributed market. The most efficient and innovative supply chain for semiconductors

and other advanced technology will be multinational. Finding ways to maintain the
semiconductor industry’s role in national security and identifying ways to protect it will not
be easy, but it is essential for continued American leadership in the twenty-first century.

There is no easy solution to dealing with China’s semiconductor effort. It is part of the
larger economic contest between the United States and China over whether the CCP
will follow international trade and investment rules or continue to ignore them when
it decides this is in China’s interest to do so. Part of China’s exploitative trade policy

is to squeeze U.S. semiconductors out of the China market while sucking Western
semiconductor technology in. There should be no doubt as to which outcome is best for
the United States.

58. U.S. Government Accountability Office, Trusted Defense Microelectronics: Future Access and Capabilities are
Uncertain, Statement of Marie A. Mak, Director Acquisition and Sourcing Managing, GAO-16-185T (Washington, DC:
2015), https://www.gao.gov/assets/680/673401.pdf.
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Appendix: Chinese Semiconductor
Planning and Initiatives, 1956-2018

1956 - The Long-term Plan for the Development of Science and Technology for 1956-1967
1956 - 1967 (“SERFERARK BRIZFMXI")

= China’s first long-term science and technology plan. It is often credited as a visionary
blueprint for its nuclear weapons programs and industrialization.

= The plan listed semiconductor technology as one of key electronics projects for
national defense among telecommunications and broadcasting systems, R&D of radio
electronics, and computer and radio technology for national defense.

= China also announced it will study semiconductor science. The plan led to the
creation of semiconductor science majors in five universities in 1957.

1960 - The Institute of Semiconductors (I0OS) of the Chinese Academy of Sciences (CAS)
was founded in Beijing. Since its founding, IOS has become one of the most important
bases for semiconductor research and development in China.

1982 - The State Council established Electronic Computer and Large-Scale IC Leading
Group (“HLF I BRI LR LR 1T/ V) to strengthen the leadership in
developing these industries and proposed to improve China’s IC industry during the 6™
Five-Year plan.

1983 - The Large-Scale IC Leading Group proposed to fix messy and decentralized
development of IC (“/AAJATEL”). They proposed a strategy of building “2 bases and 1 place”
(“REALTR N EEHIAT— 57). “Two bases” referred to one base in the south (Shanghai,
Jiangsu, and Zhejiang) and one in the north (Beijing, Tianjin, and Shenyang). “One place”
is Xian for the aerospace industry.

“

1995 - Ministry of Electronics (MIIT now) proposed the
(“TUT R AR LR A BRI ”)
June 2000 - The Notice on Encouraging Software and IC Industry Development from State

Council, also known as Document No. 18 (“[E 55l & T E1& SR A4 7= ML A5 pl FELE& 7= b
KA T R E )

95’ IC development strategy”
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= This document elevates IC development to national strategic level.
= This document further encourages the development of the software and IC industries.

= The document expired in 2010 and was exceeded by State Council Document No. 4 as
part of the 12th Five Year Plan published in February 2011.

2002 - Document on State Council Office Further Completing Software and IC Industry, or
Document No.51 (“EIZBE/MAIT K TiE—D 52 AP AR R LS 7 b & R IBGR A X (7]
BB 515 32F]7).

February 2006 - Outline of Long and Medium-Term National Scientific and Technological
Development Program (2006-2020)

= According to the Outline of Long and Medium-Term National Scientific and
Technological Development Program (2006-2020), core electronic equipment, high-
end chips, and software are listed as the most prioritized key project, while large-scale
IC manufacturing technology is listed as the second most prioritized key project,
among 13 key projects.

February 2011 - The Notice on Further Encouraging Software and IC Industry
development from State Council Document No. 4 (“[E%5 8t % T EHIU& I — 2 SR 7= ML AT
SRR LR R T IR Y@ AT

= The document included a set of measures to further boost the software and IC industry.

= It signaled an important shift from an emphasis on quantitative growth of production
capacity and output to a focus on improving R&D capacities for advanced technology.

= It selectively supported a small group of semiconductor-makers with global market
share and the capacity for technology innovation.

= In contrast to Document No. 18, Document No. 4 places greater emphasis on
pragmatic choices based on a careful selection of which key bottlenecks and medium-
term goals might be achievable with the current set of accumulated capabilities.

April 2012 - The Notice on Corporate Tax Policy for Further Encouraging Software and IC
Industry Development from State Administration of Taxation and Ministry of Finance, or

Document No.27 (“5& T3E— 5B iER A7 VAT E A L ™ b &2 e Bk i Bl R s )

= This was a tax cut for IC companies.

February 2012 - 12th Five-Year Plan on IC Industry Development (“4&5FEEE =ML+ A%
JERRRI”)

June 2014 - National IC Industry Development Outline
= Move from catching up to forging ahead in semiconductors by simultaneously
strengthening China’s IC design industry and domestic IC foundry services.

= Establish National IC Industry Development Leading Group and National IC Industry
Consulting Commission.

= Establish National IC Industry Investment Fund (“Big Fund”).
= Reach 350 billion RMB for total sales by 2020.
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= Implement taxation policy to crystalize Document No. 4 and Document No. 18.
Local Governments Programs
= July 2014 - (Shandong) “Implementation of Document No. 4 to speed up IC industry
development”

= July 2014 - (Gansu) “Gansu Province’s implementation of National Framework for
Development of the IC Industry”

= August 2014 - (Anhui) “Accelerating IC industry development”

= August 2014 - (Sichuan) Sichuan worked out IC industry development
implementation policies and set up IC industry investment fund.

September 2014 - National IC Investment Fund “Big Fund” (“[EI S A LI L E”)

= The first phase of “Big Fund” invests mainly in IC manufacturing.
= The second phase will have a higher investment proportion on IC design.

May 2015 - Made in China 2025

= The plan highlights electronics and semiconductor technology as one of the top 10
focus areas.

= Chinese firms are expected to double their market share to 40 percent by 2020, from
20 percent last year, and to 70 percent by 2025.

March 2016 - 13th Five-Year Plan Outline

= Highlights the need for China to develop strategic emerging industries, including
semiconductors.

= Narrows down the scope of support and requirements for IC firm qualification in
comparison to 12% Five-Year Plan and use the National IC Investment Fund instead.

May 2016 - Key Software Industries and IC Design under National Plan and Positioning
(“PHFRZE K T A [ SRR A7 J) P B s Ak PR 6 RS P 1R T QT 8 A1)

August 2016 - 13th Five-Year Plan for National Science and Technology Innovation

(“t+ =T ERBERHHR")

November 2016 - 13th Five-Year Plan on Developing National Strategic and Emerging
Industries (“+ =71 EISRAEMB&MEF 4 Z AL

December 2016 - 13th Five-Year Plan for National Informatization (“t+=7.E%(E Bt
LX)

July 2017 - 13th Five-Year development plan of LED lighting industry
Local Government Documents after 13th Five-Year

November 2017 - Three-Year (2017-2019) Guidance on Developing Smart Censor Industry
(“BIREME AR =4FE1T3N4ER [ 2017-20194F] )
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January 2018 - Guidelines by the State Council on deepening “Internet Plus Advanced
Manufacturing Industry” and Developing “Industry of Internet” (“[E 55k X TR ELEL N
+HoeikE L& T BB HE S )

» Briefly mentioned IC industry in implementing tax cut policies.

March 2018 - Notice on Issues concerning Enterprise Income Tax Policies for Integrated
Circuit Production Enterprises (% TE R RS AE = VA 5 BV FrfSRLE R [ @Y @ H])

March 2018 - Measures on Transferring Intellectual Property Abroad (“AIRF= B4R 1LE
BRIEINE[RIT )
= Focus on the review mechanism of transferring IC (among others) intellectual

property abroad

March 2018 - Notice on Several Opinions of Pilot Programs on Issuing Stocks or
Depositary Receipt in China by China Securities Regulatory Commission (“JFEGIH L
BN RATIE EBAFHE IR IR A0 T E WA EN”)

= Pilot enterprises include IC enterprises

April 2018 - Key Points on Standardization of Communications Industry 2018 (“4f T3
BN FRIE(L TAEZE L)

= Improve the promotion and application of IC standards in civil-military fusion

July 2018 - Notice on Several Measures of Optimizing Scientific Research Management
and Improving Scientific Research Performance (“[E55Ft % TE LR E B ARSI
TR @)

= Increase scientific research expenditure on IC (among others)

November 2018 - To better enforce Document No. 4 in 2011, four ministries published a
list of 73 companies that produce IC with the line width of less than 0.25 micrometer or
the investment amount of more than 8 billion yuan and companies that produce IC with
the line width of less than 0.5 micrometer.
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